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Abstract— The paper investigates the problem of multi-class intrusion detection in CAN-oriented vehicle networks
for intelligent transport systems (ITS). The growing interconnectedness of such networks makes them vulnerable
to cyberattacks, which requires the development of efficient and productive detection systems. The CIC IoV 2024
dataset is used, which contains CAN-bus traffic in both normal operation mode and various attack scenarios. The
classification task includes the following classes: normal traffic, DoS attacks, as well as parameter change attacks
for gas (GAS), engine speed (RPM), car speed (SPEED) and steering wheel control (STEERING_WHEEL). Data
preprocessing involves scaling traits and applying the Principal Component (PCA) method to reduce dimension
and eliminate correlations between traits. Detection system implemented using Decision Tree, Random Forest and
AdaBoost algorithms. Performance assessment is based on the macro-averaged metrics Accuracy, Precision,
Recall and F1-score. To assess the model’s resilience under real cyber-physical attack conditions, a stochastic
sensitivity test is offered in which stochastic perturbations are added to incoming CAN traffic. This allows
simulating real-world disturbances, as opposed to optimizing Stochastic Sensitivity Tests. The comparison of clean
and noisy data is done using error matrices and degradation analysis of quality indicators. Experimental results
show that emsemble methods are effective in increasing the stability of intrusion detection systems in CAN-routed
networks.
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I. INTRODUCTION

The Internet of Vehicles (IoV) is a domain of IoT that enables intelligent transportation and traffic
management through the integration of sensors, Al, and cloud technologies. [1]. Modern intelligent vehicle
systems (IoV) are being actively implemented in the automotive industry [2], [3]. Modern vehicle ECUs
communicate through the CAN protocol, which enables real-time data exchange but lacks built-in security
mechanisms, making networks vulnerable to cyberattacks. [5], [6]. One of the key threats to CAN networks is
message penetration attacks, such as Denial of Service (DoS) and spoofing attacks, aimed at falsifying critical
car parameters [7]. In particular, spoofing attacks on throttle values, engine speeds, speed and steering can
lead to incorrect vehicle behaviour and pose a serious risk to the safety of drivers and passengers [8]. In recent
years, ML methods have been widely used for attack detection in automotive networks. Classical algorithms
such as DT and ensemble methods effectively identify anomalies and malicious CAN traffic.

This paper investigates the effectiveness of classical machine learning models for multiclass attack
classification in automotive CAN networks using the CIC IoV 2024 dataset. Decision Tree, Random Forest,
and AdaBoost models were evaluated under Gaussian attack conditions using Accuracy, Precision, and F1-
score metrics [9-14].

An The resistance of ML models to adversarial impacts in the classification of attacks in CAN car
networks is a critical task due to the increasing complexity of cyber threats aimed at intelligent vehicles.
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Existing studies have investigated ML and ensemble approaches for CAN intrusion detection. However, most
of them focus on classification accuracy and pay limited attention to robustness against adversarial
perturbations and stochastic disturbances [15-22].

II. METHODOLOGY

Modern vehicles rely on CAN networks for communication between electronic control units, but protocol
vulnerabilities expose them to attacks such as DoS and parameter manipulation. This study proposes a
machine learning approach with dimensionality reduction and stochastic sensitivity testing for attack detection
and robustness evaluation.
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Fig. 1 Architecture of the proposed system

A. Description and classes of dataset traffic

The CIC IoV 2024 dataset provided by the Canadian Institute of Cybersecurity (CIC) is used to study CAN
attacks on automotive networks. This dataset is intended for IoV safety analysis and comprises real and
simulated CAN messages recorded during normal vehicle operation and under various cyberattacks.

B. Data structure and characteristics

The dataset contains 1,408,219 CAN messages with DATA 0-DATA_7 features and six traffic classes,
enabling machine learning models to detect attacks based on message content variations rather than static
characteristics.

C. Data Research Analysis (EDA)

Correlation analysis revealed moderate and high correlations among CAN bytes. PCA was utilized to
compress the latent feature space and simulate the computational constraints of real-time Electronic Control
Units (ECUs) while preserving 95% of the total signal variance.

D. Data Preprocessing

Data preprocessing included feature selection, data cleaning, and dataset preparation. CAN
message bytes (DATA 0-DATA_7) were used as input features, while the CAN ID was excluded to
avoid overfitting. The data were standardized using StandardScaler and split into training and testing
sets (80/20) using stratified sampling.
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Fig. 2 Preprocessing algorithm
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E. Feature standardization and data reduction (PCA)

Before the reduction of dimension methods and the training of classifiers, the feature space was
standardized using StandardScaler. This operation brought all the signs to a single scale with an average value
of zero and a standard deviation of one. The mathematical transformation is described by the following
formula:

x—p

X = —
scaled .

(M

F. Data Reduction (PCA)

CAN message payload bytes (DATA 0-DATA 7) may contain redundant and correlated information,
which can reduce model robustness and generalization capability. Therefore, PCA was applied to reduce
feature dimensionality, suppress noise, and eliminate redundancy. The original eight features were
transformed into six principal components preserving at least 95% of the total variance. The data
transformation was performed using the following formula:

Xpca=Xscarep W (2)

Where W is the eigenvector matrix of the covariance matrix that defines the directions of the principal
components. PCA reduced eight features into six principal components preserving 95% variance.

G. Simulation of Stochastic Sensitivity Tests

To evaluate the robustness of ML models against adversarial conditions, a Gaussian noise-based attack
simulation was applied. This approach models real-world disturbances such as transmission errors,
electromagnetic interference, and intentional modifications of CAN message payloads. Gaussian noise with
intensity € = 0.15 was added after PCA transformation to preserve the overall data structure while introducing
perturbations. The generated attack data were then used to evaluate model performance under distorted
conditions:

Xeav=X+e, £€N(0.0) (3)

H. ML Models

Three classical machine learning models—Decision Tree (DT), Random Forest (RF), and AdaBoost—
were selected for multiclass attack classification in automotive CAN networks. All models were trained and
tested using the same standardized dataset processed with PCA to ensure fair comparison. DT provides simple
learning, RF improves robustness through ensemble voting, and AdaBoost enhances performance by
combining weak classifiers. Results showed that Random Forest achieved the highest accuracy, while
AdaBoost demonstrated better stability under adversarial noise conditions.

III. RESULTS AND DISCUSSION

This section presents the results of a comprehensive analysis of the CIC IoV Dataset 2024, including
statistical analysis of traffic class distribution, study of correlative dependencies between CAN-messages
features, application of PCA for dimension reduction, as well as a comparative evaluation of the effectiveness
of ML algorithms in the detection of anomalies in automotive networks. Special attention is given to the
interpretation of the quality metrics of classification under conditions of normal operation of the network and
under the influence of ambient noise data. The evaluation of model quality was carried out both on pure data
and under the influence of the Stochastic Sensitivity Test, which allowed us to analyze not only the accuracy
of classification, but also the resistance of models to distortions of input data. The experiments examined
three models of ML: DT, RF and AdaBoost. To ensure a correct comparison, all models were trained and
tested on the same samples of data that had passed the steps of standardization and dimensionality reduction
using PCA.

I. Comparison of accuracy before and after the Noise Perturbation Analysis

To evaluate the impact of the Stochastic Sensitivity Tests on the accuracy of the models, a column chart
was constructed showing the Accuracy values for pure data and for data distorted by the attack. This
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visualization allows for a direct comparison of the behavior of models in two conditions. Analysis of the graph
shows that all models under consideration show a decrease in accuracy after application of the Gaussian
Attack. The Decision Tree model has the most pronounced drop, which confirms its high sensitivity to noise.
The AdaBoost model also shows significant quality degradation. At the same time, Random Forest maintains
a higher accuracy than other models, indicating its greater resistance to input distortions. Table 1 and Figure 4
compare the accuracy of ML models before and after the attack.

COMPARISON OF ACCURACY BEFORE AND AFTER NOISE PERTURBATION ANALYSIS
Model Accuracy Precision Recall Fl-score

clean | attack | clean | attack | clean | attack | clean | attack
DT 0.996 | 0.831 | 0.985 | 0.556 | 0.965 | 0.434 | 0.973 | 0.455
RF 0.996 | 0.887 | 0.985 | 0.846 | 0.965 | 0.327 | 0.973 | 0.401
Ada Boost | 0.872 | 0.820 | 0.300 | 0.301 | 0.182 | 0.179 | 0.184 | 0.173

Comparison of accuracy before and after Noise Perturbation Analysis.
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Fig. 3 Accuracy before and after the Noise Perturbation Analysis

J. Confusion Matrix

For a more detailed analysis of classification quality, confusion matrices were constructed for each model, both on the
data and under the influence of the Noise Perturbation Analysis. Confusion matrices allow you to evaluate the
distribution of true and false predictions for each class and identify the most problematic classes. Analysis shows that the
models are classified for both normal traffic and most attacking classes. However, after using Noise Perturbation
Analysis, there is an increase in errors, especially between spoofing classes such as GAS, RPM, SPEED and
STEERING WHEEL. This indicates the similarity of these attacks' characteristics and the increased complexity of
differentiating them under noise conditions. The Decision Tree model shows an increase in errors, whereas Random
Forest shows a more stable distribution of predictions and a lower number of errors even under attack (Figure 5).
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Fig. 4 Confusion matrix before (left) and after attack (right).
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K. Confusion Matrix

To assess the models' resistance to a stochastic test for sensitivity, an accuracy loss graph was constructed showing
the difference between the accuracy of clean data and the accuracy of noise analysis (Figure 6). This graph shows the
degree of classification quality loss for each model. The solution tree model shows the greatest loss of accuracy,
confirming its vulnerability to input data displacement. The AdaBoost model shows a moderate decrease in accuracy,
while Random Forest shows the lowest Accuracy Drop value, indicating its best stability among the models under
consideration. The use of visualizations in this work allowed not only to quantify the quality of classification, but also to
obtain a qualitative understanding of the behavior of models under conditions of adversarial action, which is an important
aspect in the development of attack detection systems in CAN car networks.
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Fig. 5 Accuracy Degradation under Noise Perturbation Analysis.

The proposed architecture demonstrated stable performance degradation under stochastic perturbations. The
Stability Delta (A) metric was used to measure model robustness, where smaller values indicate better
resistance to disturbances. Random Forest achieved the highest overall classification accuracy under both
clean and noisy conditions, while AdaBoost showed the lowest Stability Delta for some safety-critical classes,
indicating better robustness. In contrast, the single Decision Tree model was more sensitive to input
perturbations and noise..

IV. CONCLUSIONS

This paper investigated the detection of multiclass attacks in CAN-based automotive networks
using machine learning algorithms and evaluated their robustness under stochastic conditions. The
proposed approach considered practical cyber-physical disturbances such as noise, electromagnetic
interference, and sensor degradation. The Stability Delta (A) metric enabled quantitative evaluation
of performance degradation under noisy conditions. Experimental results showed that Random
Forest achieved the highest classification accuracy, while AdaBoost demonstrated competitive
robustness. Future work will focus on integrating advanced adversarial attacks and extending
analysis across different vehicle environments..
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